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Web Application Security: Budgetary Considerations.
We Need to Increase Our Budget for What?

It seems that every week there is another instance of identity theft, and stolen data. Industry experts report
that these crimes are netting more than $50 billion annually for the criminals and leaving the victims with
endless problems. MasterCard International and VISA announced that at least 40 million credit card
numbers were stolen by a third-party payment processor. DSW Shoe Warehouse reported that private
customer data was stolen from 108 stores, and transaction information involving 1.4 million credit cards
was obtained, and the list goes on and on.

Additionally, with increased regulations, organizations that are not compliant, and allow these breaches to
occur, risk large fines, prosecution and loss of reputation. However, many organizations are still extremely
vulnerable. Perimeter protection and network security provide some protection, but the majozitysef these
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It is important for the security team and the deve eam to address isstes of Web vulnerability and
security, while supported by the executive staff. In pe g comprehe ¢ assessment of an
application, they may find that there are many security hole ot have the resources to fix them
(or perhaps even identify them). Without the proper tools, there ally no way of telling 1) whether this is
areal problem, 2) what the extent of the problem is at your company, 3) how to fix it in the most cost
effective manner, 4) how much it will cost or 5) how long it will take.

Why This Won’t Get Solved In the Normal Budget Process

Given the unique nature of this problem, you will not be able to fix this problem using the normal budget
process. Here are a few reasons:

1. The selection of Web application security tools is done by the security team. Typically, they have
limited budget. This means that they have to go hat in hand and explain to the other teams (QA and
development) that this is a serious problem and that the other teams need to allocate some of their budgets
to a security problem. This is because there are no traditional vendor fixes to apply in order to remediate
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the problem in the manner they are trained. The application must be corrected by fixing in-house code, and
there is an inherent disconnect between the security group and the development teams who are trying to
develop new applications, not remediate legacy ones.

2. While the QA and development teams are not unsympathetic, they are typically less
knowledgeable about Web application security than the security team and are largely concerned with
completing new Web applications (or revisions of old ones) on deadline. Even if they are sympathetic and
knowledgeable, the communication and explanation process can result in months of delays; simply put
security teams and development teams speak different languages.

3. There will almost certainly be almost no line item in the budget for Web application security tools.
This means that there will need to be a series of meetings and presentations to get approval (likely C level)
to add to the budget or move around the budget to address this problem.
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5. Create a Working Group
Given the interdepartmental nature of the problem (development, QA, security) you will need a
working group chaired by a neutral, senior manager to assess the problem and make
recommendations.

6. Treat This like any other Business Process
Creating secure Web applications is a business process, like any other. It needs to be analyzed,
measured and improved if you want to have secure applications.

7. Create Separate Budgets
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Unfortunately, like most business problems, the only way to find a solution is to create a budget.
Security, Development and QA teams do not have the tools or resources to prevent new
vulnerabilities or to begin to address old ones. There have to be budgets for both the facilitation of
remediation efforts in addition to the discovery of vulnerabilities.

8. Create a Separate Application Security Development Team
Although this suggestion has the potential to spark political turmoil within an organization, (“you
can’t touch my code”), consider creating budget for a separate application security team involving
1) developers that can fix code and 2) dedicated QA teams responsible for remediation of Web
application security problems. Development teams do not have the time or the enthusiasm to fix
prior errors. It may be helpful to have the security “developers” have a dotted line report to the
head of development. Getting dedicated professionals to fix network problems is the only way
that the network security problem is ultimately addressed.
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About NT OBJECTives, Inc.

NT OBJECTives, based in Orange County, California, brings together an unprecedented collection of this
industry's top experts to offer a comprehensive suite of industry-leading technology and services to solve
the application security problems of today's global business leaders. Through the synergy of the top
security software developers and some of the industry's best consultants and researchers, NTO has created
the first next-generation, automated technology capable of performing accurate application security audits.
Coupled with a comprehensive service offering, including security training services, NTO is uniquely
positioned to provide complete application security solutions to today's businesses.
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